AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

Defense Acquisition Regulations System, DoD

solicitations for fixed-price supply and serv-
ice contracts when the contract is to be per-
formed wholly or in part in a foreign coun-
try, and a foreign government controls wage
rates or material prices and may during con-
tract performance impose a mandatory
change in wages or prices of materials.

(iv) 252.225-7042, Authorization to Perform.
Applies to all solicitations when perform-
ance will be wholly or in part in a foreign
country.

(V) 252.225-7049, Prohibition on Acquisition
of Certain Foreign Commercial Satellite
Services—Representations. Applies to solici-
tations for the acquisition of commercial
satellite services.

(vi) 252.225-7050, Disclosure of Ownership or
Control by the Government of a Country
that is a State Sponsor of Terrorism. Applies
to all solicitations expected to result in con-
tracts of $150,000 or more.

(vii) 252.229-7012, Tax Exemptions (Italy)—
Representation. Applies to solicitations
when contract performance will be in Italy.

(viii) 252.229-7013, Tax Exemptions
(Spain)—Representation. Applies to solicita-
tions when contract performance will be in
Spain.

(ix) 252.247-7022, Representation of Extent
of Transportation by Sea. Applies to all so-
licitations except those for direct purchase
of ocean transportation services or those
with an anticipated value at or below the
simplified acquisition threshold.

(2) The following representations or certifi-
cations in SAM are applicable to this solici-
tation as indicated by the Contracting Offi-
cer: [Contracting Officer check as appropriate.]
(1) 252.209-7002, Disclosure of Ownership

or Control by a Foreign Government.
~(ii) 252.225-7000, Buy American—Balance
of Payments Program Certificate.
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_ (iii) 252.225-7020, Trade Agreements Cer-
tificate.

~ Use with Alternate I.

~ (iv) 252.225-7031, Secondary Arab Boycott
of Israel.

~(v) 252.225-7035, Buy American—Free
Trade Agreements—Balance of Payments
Program Certificate.

~ Use with Alternate I.

~ Use with Alternate II.

_ Use with Alternate III.

~ Use with Alternate IV.

~ Use with Alternate V.

(vi) 252.226-7002, Representation for
Demonstration Project for Contractors
Employing Persons with Disabilities.

(vii) 252.232-7015, Performance-Based
Payments—Representation.

(e) The offeror has completed the annual
representations and certifications electroni-
cally via the SAM Web site at https:/
www.acquisition.gov/. After reviewing the
ORCA database information, the offeror
verifies by submission of the offer that the
representations and certifications currently
posted electronically that apply to this so-
licitation as indicated in FAR 52.204-8(c) and
paragraph (d) of this provision have been en-
tered or updated within the last 12 months,
are current, accurate, complete, and applica-
ble to this solicitation (including the busi-
ness size standard applicable to the NAICS
code referenced for this solicitation), as of
the date of this offer, and are incorporated in
this offer by reference (see FAR 4.1201); ex-
cept for the changes identified below [offeror
to insert changes, identifying change by provi-
sion mumber, title, date]. Any changes pro-
vided by the offeror are applicable to this so-
licitation only, and do not result in an up-
date to the representations and certifi-
cations located in the SAM database.

FAR/DFARS provision No.

Title Date Change

Any changes provided by the offeror are
applicable to this solicitation only, and do
not result in an update to the representa-
tions and certifications posted on ORCA.

(End of provision)

[76 FR 58141, Sept. 20, 2011, as amended at 76
FR 71464, Nov. 18, 2011; 77 FR 19130, Mar. 30,
2012; 77 FR 30357, May 22, 2012; 77 FR 35881,
June 15, 2012; 77 FR 43470, July 24, 2012; 78 FR
28758, May 16, 2013; 78 FR 30232, May 22, 2013;
79 FR 17446, Mar. 28, 2014; 79 FR 45664, Aug. 5,
2014; 79 FR 73490, Dec. 11, 2014; 80 FR 5001,
Jan. 29, 2015; 83 FR 66073, Dec. 21, 2018; 84 FR
12140, Apr. 1, 2019; 84 FR 30947, June 28, 2019;
84 FR 72237, 72560, Dec. 31, 2019; 85 FR 19688,
Apr. 8, 2020]

252.204-7008 Compliance with safe-
guarding covered defense informa-
tion controls.

As prescribed in 204.7304(a), use the
following provision:

COMPLIANCE WITH SAFEGUARDING COVERED
DEFENSE INFORMATION CONTROLS (OCT 2016)

(a) Definitions. As used in this provision—

Controlled technical information, covered con-
tractor information system, covered defense in-
formation, cyber incident, information system,
and technical information are defined in
clause 252.204-7012, Safeguarding Covered De-
fense Information and Cyber Incident Re-
porting.
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(b) The security requirements required by
contract clause 252.204-7012, shall be imple-
mented for all covered defense information
on all covered contractor information sys-
tems that support the performance of this
contract.

(c) For covered contractor information sys-
tems that are not part of an information
technology service or system operated on be-
half of the Government (see 252.204-
7012(b)(2))—

(1) By submission of this offer, the Offeror
represents that it will implement the secu-
rity requirements specified by National In-
stitute of Standards and Technology (NIST)
Special Publication (SP) 800-171, ‘‘Protecting
Controlled Unclassified Information in Non-
federal Information Systems and Organiza-
tions” (see http:/dx.doi.org/10.6028/
NIST.SP.800-171)that are in effect at the time
the solicitation is issued or as authorized by
the contracting officer, not later than De-
cember 31, 2017.

(2)(i) If the Offeror proposes to vary from
any of the security requirements specified by
NIST SP 800-171 that are in effect at the
time the solicitation is issued or as author-
ized by the Contracting Officer, the Offeror
shall submit to the Contracting Officer, for
consideration by the DoD Chief Information
Officer (CIO), a written explanation of—

(A) Why a particular security requirement
is not applicable; or

(B) How an alternative but equally effec-
tive, security measure is used to compensate
for the inability to satisfy a particular re-
quirement and achieve equivalent protec-
tion.

(ii) An authorized representative of the
DoD CIO will adjudicate offeror requests to
vary from NIST SP 800-171 requirements in
writing prior to contract award. Any accept-
ed variance from NIST SP 800-171 shall be in-
corporated into the resulting contract.

(End of provision)

[80 FR 51744, Aug. 26, 2015, as amended at 80
FR 81473, Dec. 30, 2015; 81 FR 72999, Oct. 21,
2016]

252.204-7009 Limitations on the use or
disclosure of third-party contractor
reported cyber incident informa-
tion.

As prescribed in 204.7304(b), use the
following clause:

LIMITATIONS ON THE USE OR DISCLOSURE OF
THIRD-PARTY CONTRACTOR REPORTED CYBER
INCIDENT INFORMATION (OCT 2016)

(a) Definitions. As used in this clause—

Compromise means disclosure of informa-
tion to unauthorized persons, or a violation
of the security policy of a system, in which
unauthorized intentional or unintentional

48 CFR Ch. 2 (10-1-20 Edition)

disclosure, modification, destruction, or loss
of an object, or the copying of information to
unauthorized media may have occurred.

Controlled technical information means tech-
nical information with military or space ap-
plication that is subject to controls on the
access, use, reproduction, modification, per-
formance, display, release, disclosure, or dis-
semination. Controlled technical informa-
tion would meet the criteria, if dissemi-
nated, for distribution statements B through
F using the criteria set forth in DoD Instruc-
tion 5230.24, Distribution Statements on
Technical Documents. The term does not in-
clude information that is lawfully publicly
available without restrictions.

Covered defense information means unclassi-
fied controlled technical information or
other information (as described in the Con-
trolled Unclassified Information (CUI) Reg-
istry at http:/www.archives.gov/cui/registry/
category-list.html) that requires safeguarding
or dissemination controls pursuant to and
consistent with law, regulations, and Gov-
ernmentwide policies, and is—

(1) Marked or otherwise identified in the
contract, task order, or delivery order and
provided to the contractor by or on behalf of
DoD in support of the performance of the
contract; or

(2) Collected, developed, received, trans-
mitted, used, or stored by or on behalf of the
contractor in support of the performance of
the contract.

Cyber incident means actions taken
through the use of computer networks that
result in a compromise or an actual or po-
tentially adverse effect on an information
system and/or the information residing
therein.

Information system means a discrete set of
information resources organized for the col-
lection, processing, maintenance, use, shar-
ing, dissemination, or disposition of informa-
tion.

Media means physical devices or writing
surfaces including, but is not limited to,
magnetic tapes, optical disks, magnetic
disks, large-scale integration memory chips,
and printouts onto which covered defense in-
formation is recorded, stored, or printed
within a covered contractor information sys-
tem.

Technical information means technical data
or computer software, as those terms are de-
fined in the clause at DFARS 252.227-7013,
Rights in Technical Data—Noncommercial
Items, regardless of whether or not the
clause is incorporated in this solicitation or
contract. Examples of technical information
include research and engineering data, engi-
neering drawings, and associated lists, speci-
fications, standards, process sheets, manu-
als, technical reports, technical orders, cata-
log-item identifications, data sets, studies
and analyses and related information, and
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